Asymmertic Encryption

Asymmertic Encrpytion is made up of a public and private key, in a pair. The private keys are never shared, whereas the public key is used to encrypt data. For this reason, this type of encryption is often called public key encryption. The private key would be used to decrypt that data. If the public key is used to encrypt the data, the key pair's corresponding private key is used to decrypt the data, and vise versa. If the private key is used to encrypt the data, the corresponding public key in that same key pair is used to decrypt the data. Whatever we encrypt with the public key can be decrypted with the corresponding private key. 

There are various encryption algorithms. ECC is elliptic-curve cryptography. RSA is very common. Commonly, RSA keys are 2048, with larger values being better. 

[rsa packet trace]

Salting is the adding of an extra secret value to the end of a password. 
The benefit of salting is that it can reduce the effectiveness of a rainbow table or brute force attack against an offline hash database of passwords. 

Key stretching is used to protect passwords, applying a cryptographic hash function that can recur. This means that hashes are stored even longer, and work to reduce the effectiveness of a brute force attack or a rainbow table attack.

Keys can be shared manually. Wireless connections are an example of this. This is persistent key. 

An IPSec VPN tunnel is another concrete example, using symmetrical algorithms such as AES, we would also need keys for both ends on the VPN tunnel.

GRE tunnel example 

Diffie-Hellman could be used for the temp session keys required by the VPN. These are also known as ephemeral. These will be used during use of the VPN. 

Perfect forward secrecy governs key rotation. 

HTTPS, for example, uses asymmetric encryption. And this asymmetrical encryption where we're using the bank's public key is used as part of HTTPS to establish a shared secret key that can then be used with a symmetrical algorithm.

And then, once we have a shared secret key that's common to both of us that only the server and we know, we then use symmetrical encryption to protect the data going back and forth between our computer and the server. 

Now HTTPS and TLS have a couple of different ways of generating a shared secret key. Again , Diffie-Hellman can be used in that exchange. 

Digital certificates contain public keys. A static key is just one that is give to you, hence the phrase pre-shared key. 

If we have like a VPN session that is dynamically generating a shared secret key for their session, that is going to use a technique called Diffie-Hellman to generate that shared secret key material. So again, the concept is we have to get a key across, and there's several different ways of doing it.

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj31f_o07P_AhXknGoFHWeCBwoQFnoECBEQAw&url=https%3A%2F%2Fwww.cloudflare.com%2Flearning%2Fssl%2Fwhat-is-asymmetric-encryption%2F%23%3A~%3Atext%3DAs%2520the%2520name%2520implies%252C%2520asymmetric%2Cdecrypted%2520with%2520the%2520private%2520key.&usg=AOvVaw0ReWc8s_lC8sGSnUIOJQWF

SALTING:

What is Salting? (blumira.com) 

RAINBOW TABLE

What is a rainbow table attack? | NordVPN 

What is a Rainbow Table? – Definition from TechTarget.com 


























Hashing

Hashing ensures data integrity. It is a one way function. 

 SHA is secure hashing algorithm and MD5 are some examples of hashing algorithms. 

An HMAC is a hashed-message authentication code. It’s like what the name implies. A hash using HMAC, includes the key as part of the function. Diffie-Hellman prevents an attacker from eavesdropping on the exchange. The eavesdropper would not be able to determine that final key that is in use.

Ipsec comes in two forms: AH, which stands for authentication header, and ESP; encapsulating security payload.

 AH does well for data integrity. It has no ability to do encryption. This runs on ip protocol 51. ESP at 50. It supports HMAC and also supports encryption using protocols like AES.
ESP uses AES or comparable symmetrical encryption algorithms.

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiJ1bKHq4iAAxXYl2oFHZovD2MQFnoECCkQAQ&url=https%3A%2F%2Fbuiltin.com%2Fcybersecurity%2Fwhat-is-hashing&usg=AOvVaw2hbjP-3rkv9bkwE69Tr_Ay&opi=89978449

What Is the MD5 Hashing Algorithm & How Does It Work? | Avast 

RFC 2104 - HMAC: Keyed-Hashing for Message Authentication (ietf.org) 























Authentication
 
An IP network protocol called LDAP, Lightweight Directory Access Protocol is used for accessing Active Directory. 

Example from AWS

A port setup with 802.1x authentication will require it on connecting hosts. The configuration must match, in other words. 

An active directory server with LDAP can work with a AAA server via LDAP. This will allow central management of authentication. LDAP is not secure. It does no encryption, operating on port 389. Secure LDAP is the alternative to this, and runs on port 636. 


PT example


https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwisyYLW3q6BAxUblGoFHYNkB48QFnoECFEQAQ&url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fprevious-versions%2Fwindows%2Fdesktop%2Fldap%2Flightweight-directory-access-protocol-ldap-api&usg=AOvVaw1ZMEhf9dJx2ufHxfGdOnbA&opi=89978449


IEEE 802.1X - Wikipedia 






















 


MS-CHAP v2 provides for mutual authentication between the client and authenticator.

MS-CHAP is an RAS protocol. Microsoft RAS protocols are encrypted by the RSA RC4 algorithm.

Site to site VPNS are more secure.


A microsoft vpn can be set up on a standard windows server by configuring RAS

AWS Example


GRE can handle whatever protocol endpoints use. GRE can also use Multiprotocol label switching.

MPLS over GRE reduces risk. 

PT example







EAP-MSCHAPv2 (arubanetworks.com) 






















Management


SNMP requests are called a read. Pushing data is a write. 

SNMP will often be using defaults, for instance with printers. These settings should be disabled. If you do not need to use snmp, disable it. 

SNMP version 3 has these features available for use. 

Time has to synchronize for things like certificates. 

NTP stands for Network Time Protocol using UDP and the well-known port of 123.

To protect against NTP manipulation, we use authentication. 

Real-time Transport Protocol is used in voip. Secure Real-time Transfer Protocol provides encryption and authentication options. 

 Secure RTP also works with SRTCP, for Secure Real-time Transport Control Protocol. 
This protocol requires the user to utilize a virtual private network every time they connect to an untrusted network can mitigate security risk. Devices can be configured such that when connecting to a Wi-Fi network other than a secure Wi-Fi, it automatically builds or requires a VPN.

This removes a little bit of the variable of the requiring the user to remember to launch the VPN. VPNs can use SSL, or CLS, or Ipsec.




https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjMx5Dk2LCBAxW0k2oFHdqZDgs4HhAWegQIBxAB&url=https%3A%2F%2Fwww.sciencedirect.com%2Ftopics%2Fcomputer-science%2Fsimple-network-management-protocol&usg=AOvVaw3YHYjjZyFjaYVNyTG1Ioes&opi=89978449

Network Time Protocol (NTP) - IBM Documentation 

What is the Real-time Transport Protocol (RTP)? (techtarget.com) 

RFC 3711 - The Secure Real-time Transport Protocol (SRTP) (ietf.org) 







Firewalls

Host-based firewalls are usually stateful. Host-based firewalls can also be configured to permit or deny individual packets or types of protocols based on what we're trying to permit or deny.

Systems can utilize host-based intrusion prevention systems or host based intrusion detection systems. A host-based IPS is useful for detecting problems and stopping them.

HIPS is host-based intrusion prevention. HIDS is host-based intrusion detection. 

A host-based intrusion prevention system could include programs that are not allowed or allowed to run, registry settings, applications and services. Anything not explicitly allowed is denied, similar to a firewall or ACL. 

The rule of least privilege is that users and systems only get enough to accomplish a role. 

Airgapping systems can prevent the use of thumb drives to expose systems to risk.

By performing the isolation, or the sandboxing of malicious software, you can prevent further damage and study it. Malicious software will use encryption to prevent it from being found. 

DLP is data loss prevention. It can be used on the network or host.

And if it's done on the host, it's software that's looking for sensitive or critical information-- such as in the states we have social security numbers or credit card numbers-- that we would want to look for with the intent of preventing that information from being sent off the network via a web protocol, or email, or anything else.

Host-based IPS could also be used on the local device looking for that kind of data and preventing it from being sent out. So we want to have control of our endpoints. And when there is a security event at the workstation or at the mobile device, we want to have visibility.
We want to know what's going on. We want awareness that something has happened. And we want to ensure that our endpoint protection response-- the acronym for that is EDR, endpoint detection and response-- we want make sure that it's useful, and functional, and that it works.

Any software that's imprinted on the workstation or end device should be permitted as part of a security baseline configuration, or approved by the official change control process. And any software that's deployed should have the appropriate code signing in place to verify the software.

Hashing should be done just to confirm data integrity. 

An NGFW is network based. 

Stateful firewalls watch for matching traffic for its allow conditions. Thus, you could sniff out ip packets or network layer services that are used by a certain program. This amounts to blacklisting it.  

NGFWs or next generation firewalls can inspect all the way to the application layer. This is their distinguishing feature. 

IPS is an intrusion prevention system. It is an active device, which actively defends. 

An IDS is an intrusion detection system, can only identify and send alarms about undesirable traffic. 

By using a combination of network based apps and segmentation and using firewalls, all that's going to help avoid propagation of malware.
 
Another handy feature with IPS is deduplication as well. If there is a denial of service attack and a distributed denial of service attack with thousands of source addresses coming in, an IPS can see this.


STATEFUL
Stateful vs. Stateless Firewalls: Differences Explained (datamation.com) 

HIPS
What is Host Intrusion Prevention System (HIPS) and how does it work? | Malwarebytes Labs 


HIDS
What is HIDS (Host-Based Intrusion Detection System)? – Sysdig 

AIRGRAP
What is an Air Gap? - Definition from Techopedia 

DLP
What is DLP (Data Loss Prevention)? | Fortinet 



























the concept of symmetric encryption versus asymmetric encryption. 

In symmetric encryption the same key is used to lock and unlock the data. A well known example is the Caesar Cipher.

 Ipsec encrypts with an algorithm called Diffie-Hellman. 

IPsec for the actual transmission of user data is an example where we're using a shared key or a symmetrical encryption algorithm that uses a shared key. 

In asymmetrical encryption it uses different keys.

We have a private key that we don't share and a public key which we can share.

We could take the private key, encrypt the data, then decrypt it with the corresponding public key. You can use the public key and encrypt data with the public key.

Whatever we encrypt with one of those, it can be decrypted with the other key because they're mathematically paired.

Symmetrical is like a lock, they use the same key to lock it and unlock it. If we're using asymmetrical encryption, that involves a key pair. 


Symmetric Encryption

Symmetric Encryption 101: Definition, How It Works & When It’s Used - Hashed Out by The SSL Store™ 

Cryptography basics: Symmetric key encryption algorithms | TechTarget 

Symmetric encryption (article) | Khan Academy 

Symmetric Encryption: Definition & Example - Video & Lesson Transcript | Study.com 


Comparing and Contrasting


Symmetric vs. Asymmetric Encryption: How They Work | CBT Nuggets 

Symmetric vs. asymmetric encryption explained - Surfshark 



Digital Certificates

TLS is newer and stronger than SSL.

Digital certificates can be verified with a public key. Depending on the certificate or issuing authority, the process of verification can be manual or automated. Certs will include the digital signature of the certificate authority and the pubic key. If a certificate is revoked, it may be due to the private key being compromised. Revoking a certificate is done by a CA. 

CRLs, or certificate revocation list, tracks these and can be downloaded.

There are Cert Authorities that every browser trusts. 

Fantastic. So back at the client's computer saying, you must return with this web browser within 10 days to retrieve your certificate. And since we manually approved it, it should be ready. So if we click on home here, and then from here, if we click on view the status of a pending certificate request, there's the certificate requests, we click on that, we can now download it.

So we click on download certificate, and I will click on Save file, click on OK. So now we have this certificate which we could install and the certificate is signed by our Windows CA Server. So if we go to show all downloads, and we double click on the certificate, and look at the details of it, here it has the details of that certificate.


If we take data and we encrypt it with the public key, it can be decrypted with the corresponding private keys. Because they're mathematically linked together. So here's the takeaway, if somebody is doing a digital signature, they're going to be using their private key, which only they know and they're going to be encrypting some data and then the receiver to verify or validate that digital signature, they're going to the corresponding public key.

And this concept is true whether we're using public private key pairs in conjunction with a secure website with TLS or SSL. It's also true if we email privacy, pretty good privacy and we're encrypting data with one key and then decrypting it with the other.

In fact, if we were encrypting email back and forth, I would share with you my public key, you could then use my public key to encrypt the email, send it to me, and then with my private key, I would be the only one who would be able to decrypt it and open up that email message.

Now, in the context of PKI and digital certificates, one of the benefits of a digital certificate is the ability to include a public key in it.

And the reason you should trust it is because that certificate is signed by a certificate authority that your computer or your browser trusts. So once you trust the certificate the signed by a CA server that your computer or browser trusts, then you can extract my public key, and then in combination with me using my private key and you having my public key, we can start the ball rolling with all kinds of cool things.

Including setting up a shared session key with TLS that we can use to encrypt and decrypt the data going back and forth. The other benefit of a digital certificate, if I present my digital certificate to you online, is that once you validate it, because it's signed by a CA server that you trust, you can validate the signature.

So that allows the client, in this case you, to verify that you're connected to the right site and you now have a copy of my public key that we can then go ahead and use. So that's a little recap refresher regarding digital certificates and public private key encryption using a key pair.

A digital certificate which has these public keys in them. A digital certificate can be used to identify an entity which is really, really powerful not just for a website. So in this video, I'd like to chat with you about some of the additional uses of public private key encryption as well as types of certificates that can be valuable to us.

Now, let's take a server. Let's imagine this server right here, it's running HTTPS. And to support that, it needs to have a certificate. And if we didn't enroll with the certificate authority that's trusted by the enterprise or by the world with the PKI, we could just have this server generate its own certificate and sign it itself.

So in a lab environment or test environment, we might set up self-sign certificates. But we wouldn't want to train our users to ever see that message about certificates that aren't trusted and ever train them that they want to continue. And here's an example of that.


Or if we're using email encryption and we're using, for example, pretty good privacy to encrypt our email. Depending on the flavor of PGP, it could use an x.509 certificate, which is what we traditionally use on the internet with TLS and many implementations of PGP support that.

There's also specific certificates just for  for email. So that would be yet another great use for digital certificates is to protect email. And the concept about the public private key works the same if this is Bob over here, and this is Lois over here.

We can also have certificates for individual users. And that certificate could be installed chip on a smart card that then would be required in a reader whenever they wanted to use that digital certificate. And if we have a certificate authority out there in space now, we can have certificate authorities on the public internet that we use like digital cert and so forth, or we can have our own internal CA.

But the key is whatever certificate authority we're going to be using to sign digital certificates, our computers need to trust those as a trusted CA. Whether it's one that's on the public internet, which most browsers already trust or it's an in-house one.

And then through group policy or manually, we could train each of the computers to go ahead and add our in-house certificate authority as a trusted CA. And so another type of certificate would be a root certificate for a root CA. And that could apply again to a public one, which is already built-in in most of our computers.

Or it could be a root certificate for in-house certificate authority. And another really big benefit of using certificates in general is validation. To make sure that the entity that we're talking to really is that entity. So Bob is going out to, let's say, a website here.

Additional types of validation could include domain validations. There's also some extended validations as well. 

 For the cert, the keys can be used for server authentication and client authentication. And it has certificate policies, which just says you can get more detail right here, which by the way, is the site that we're at.

Certification practices statement or CPS. And if we scroll down, here's providing some information regarding certificate uses. As some of the proper uses regarding to certificate would be TLS, where we can validate the identity of who we're connecting to.

And we can also extract the public key, and then use that to generate a session key and have a secured communication path between the server and us. And also down here, it's showing us code signing certificates. Again the benefit of code signing is that we can verify if we install software that's been signed.

We can verify that the code has not been modified since it was signed by the certificate authority.  

We're just doing verification of the entity. 

And that is, if somebody signs something-- if an entity signs it like a CA and we can verify that signature, we can then trust the data in that including if the CA signed a certificate, we can trust the content.

Certificates can be used to distribute a public key and provide identity verification. 

Do not proceed pass certificate warnings. This could be reported, depending on organizational policy.

Without https, dns does identity verification. A browser will use a three way handshake for connection, and possibly redirect to a secure site that uses https. The user’s machine and the website will then set up a session, where a secure channel is established using TLS. 

Certificate details will show you the type of cert in play, as well as a serial number which is unique to the issuer. So it's an x.509. 

So if we went to my browser and looked at the trust certificate authorities, Digi Cert SHA2 Secure Server CA would show up as one of my trusted CA's. In fact, let's verify that right now. So I'm going to click on Settings. So here in settings I'm just going to do a quick search for certificate.

And one other piece I want to point out, is the Validity Dates. And I think I just skipped that real quick, I didn't mean to. Here we go. So Valid from and Valid to is the validity date. So if we went to a website and our browser said, this certificate is no good, there could be a few reasons for that.

Number one, not signed by a CA we trust, meaning our computer doesn't trust it. Or maybe the CA that we trust, if we go back to our store. In the world of certificate they have stores where we keep the actual certificates in. If we go back to our trusted CA store that we looked at a few moments ago, maybe the certificate authority that we trust, maybe the validity date is no longer valid for that device.

We would not want to use a self-signed certificate in a production environment where our user may have to accept the certificate. Even though their browser is warning them no. We want to train our users just say no if you get a certificate warning.

So we can actually log in. All right, I think that's all we need for it. So we've told the router we want to be able to log in via https, it's using a self-signed certificate and now if we connect from a client, the client is not going to like it. All right, let me bring the client in here.

All right, fantastic and let me-- I forgot the IP addresses. 

So that's another option as well, not quite as flexible, on the outside world, but inside of an organization, using a self-signed cert and then training all the browsers and computers to trust it, is a great idea. If you want to use digital certificates internally and you don't want to have messages about self-signed certificates not being trusted, so in that light, I'd like to talk with you in the next video about options for implementing PKI locally and also some of the relationships with PKI on the public internet today.

And we'll cover that in the next video. So I look forward to seeing you there in just a few moments. Meanwhile, I hope this has been informative for you and I'd like to thank you for viewing.





















Network protocols and threats

TACACS+ uses port 49

A search string executed by a single user masquerading as someone else is a regular DOS attack

port ranges

0-1023 are well known ports

1024-49151 are registered ports

49152- 65535 are dynamic and private ports

Services

69 tftp (udp)

135 RCP
137-139 NetBIOS (tcp/udp)

514 Syslog TCP

860 iSCi links data storage facilities. 

CARP is common address redundancy protocol is a version of cisco's HSRP

In a server cluster, single distributed vSwitch 

RAID 0 data stripes across multiple disks

RAID 5 data is striped across 3 disks with parity. 

















Application Security.

Heaps and stacks are data structures that can be affect by buffer overflows

When a webscript runs in its own environment, not interfering with anything else. It is running in a sandbox. 

A gray-box test is one with limited info

Input validation prevents SQL injection

XSS can be initiated on web forms. 


Compare and contrast various types of controls

Netstat shows sessions including the local computer and remote computer. IT shows them by computer name IP and port name number

A qualitative risk analysis is dependent on individual judgment. 

When conducting vulnerability assessments, you should organize data by vulnerability and exploit severity as well as the asset value of affected systems.

If a new solution poses the potential for new vulnerabilities, you should run an in-depth risk assessment. 

A brute force method can be used to recover a user's password from a protected file. 

Residual risk is risk leftover after a security plan and a disaster recovery plan has been implemented. Risk is always there.

Risk assessments should be based on a quantitative measurement or risk, impact and asset value.

A password cracker does comparative analysis.

Risk assessment steps:
identify the organizations assets
Identify vulnerabilities
Identify threats
Identify monetary impact

Qualitative risk assessments assign numeric values to the probability of risk.


Infrared and ultrasonic tech are used by external motion detectors

secure LDAP uses port 636

It is port 389 by default

Kerberos uses mutual authentication and is secure in its default state. 

TACACS+ encrypts server negotiation dialogues

802.1x permits of denies based on ports. 802.1x is used for VLANs but also in VPNs

Kerberos uses a ticket distribution system and an authentication service. These are provided by the key distribution centers.

TACACS+ separates authentication, authorization and auditing. 

RADIUS is a common authenticator for 802.1x

Implementing port security is best done by implementing a security control that ties specific ports to end device MAC, prevents additional devices from being connected.

Radius uses udp as the transport mechanism

Active Directory servers use Kerberos by default

TACACS+ uses TCP as the transport mechanism

The cross over error rate takes into account false acceptance and rejection

Context aware authentication is a more dynamic way of authentication. Single sign on can be Kerberos based, integrated with windows authentication or token based

It is a derivative of federate identity management.

802.1x is a data link layer protocol, encapsulating EAP. You enable it in windows on a local area connection. 

EAP Md5

EAP TLS

EAP TTLS is a tunneled transport layer security, and uses an encrypted channel

PEAP is Protected Extensible Authentication Protocol. Using Ms-CHAP v2 it supports authentication via active directory databases. It supports EAP TTLS, it creates a tunnel by using a PKI cert from a CA.

Cisco has a proprietary protocol called LEAP for lightweight EAP.



System sprawl can be combated with proper auditing 

End of life systems can be dealt with by sdlc

Improper certificates are countered via proper review

Untrained users must be educated about hacking

Banner grabbing is a technique used to find out information about servers. 

Dictionary attacks work from a list of likely phrases.



Chromatic dispersion affects fiber optic connections. It is less susceptible to a tap.

Shielding can improve wireless performance.

Decreasing power levels of a wireless access point will limit the signal from going too far.

Implementing EMI shielding can protect cat 6.

labels are required for rule-based access control

Mandatory access control users cannot share resources dynamically.

In Dac, permissions are identified by ACLs

Cross training is an example of job rotation.

Role based access control provides different levels of access based on role

Mandatory access controls would segment users based on differing security classification.

An attacker can exploit a lockout policy. A script can modify this.



If configuring a server's network adapter to detect intrusions, you run it in promiscuous mode

A NIPS will detect malicious packets and discard them. A NIDS just detects them 


Confidentiality, integrity and Availability make up the CIA acronym. It does not stand for the Central intelligence Agency. 

Even basic System Administrators must think like hackers

Non-repudiation is the concept of holding users accountable for breaking security policies.

Script kiddies are people with little knowledge that still represent threats. The term derives from people finding pre-cooked hacks online and carrying them out. 


Two ways to stop use of flash drives

Implementing removeable media controls

usb lockdown in bios
Disable the USB root hub
A password should be set on a smartphone that is going to be used to access company email
NTFS supports more file formats than FAT32
checkdisk, sfc will check files in windows
System virtual machines are different from process VMS
Domain controllers running active directory can be backed up with snapshots
Network protocols and threats
TACACS+ uses port 49
A search string executed by a single user masquerading as someone else is a regular DOS attack
port ranges

 Implementing identity and access management controls

MS-CHAP v2 provides for mutual authentication between the client and authenticator.
MS-CHAP is an RAS protocol. Microsoft RAS protocols are encrypted by the RSA RC4 algorithm.
Site to site VPNS are more secure.
A Microsoft vpn can be set up on a standard windows server by configuring RAS
GRE can handle whatever protocol endpoints use. GRE can also use Multiprotocol label switching.
MPLS over GRE reduces risk.

If configuring a server's network adapter to detect intrusions, you run it in promiscuous mode
A NIPS will detect malicious packets and discard them. A NIDS just detects them


An airgapped machine is one that is isolated from cyberattacvk. A seriously airgapped machine can be completely isoalatred from the internet. These are usually also in a locked environment

To and I20 are common proxy networks

Operations follow recon, enumerations , explouitation, expandfin and securing access, actions on network, cleaning up and getting out. 

Race conditions occur when you hav e a vcariable that is accessed by several threads of an application. Improper handling can lead to unexpected values of that variable
 
DLL injection causes dll issues with applications that cause it

Yagi is a directional atenna with high gain and narrow radiation
 
dipole atenna with a radiation patten that looks like a doughnut

HIPS prevents intrusions on a single server or computer.

The waterfall model of SDLC breaks it into parts, and the agile model is a competing framework

Structured exception handling is used to handle software and hardware exceptions.

Integer overflows are when arithmetic operations attempt to create a memory value that is too big.

Programs that contain a null pointer dereference generate memory fault errors. This happens when the program dereferences a pointer that is expected to be valid. 

Address space layout randomization helps prevent the exploitation of memory corruption vulnerabilities.

XSS holes are vulnerabilities that can be exploited with a type of code injection. Code injection is the exploitation of a computer programming bug or flaw by inserting and processing invalid information
It exploits trust a user has in a website.

XSRF is the reverse, and uses a computer to attack a site. A user’s computer is compromised for it. 

SQL , XML and LDAP injection are examples.

In SQL injection, user input in web forms is attacked, not filtered correctly, and used for access.

Root of trust is code often embedded in hardware, for TPM.

Measured boot takes measurements of the boot process. These measurements are sent to a third party source for attestation.

To use bitlocker, we can edit gpedit.msc.

Hardware security modules are physical devices that act as cryptoprocessors.

The GinMaster trojan steals android data and sends it to another source.

Jailbreaking can often use malicious software. 

Transitive trust is trust that is based on a secondary or tertiary source. 

SMS and MMS are vulnerable to malware.

Implement storage segmentation.

Layer 1 is bits
Later 2 is frames
Layer 3 is packets
Layer 4 is segments for TCP or datagram for UDP
Layers 5-7 use messages

Application security is done via encryption, endpoint malware protection, and using non-transitive trust. 

Before analyzing data, make sure it has not been tampered with. 

If a mistake is made in forensic exams, you should document and work around it. 

RAID 1 is mirroring. It is fault tolerant. Two disk minimum. Data is copied to two identical disks. This has the least amount of downtime. 

Elliptic curve differ-hellman ephermeral (ECDHE)

Runs in ephemeral mode, preventing a compromised message from starting a chain reaction.

It is susceptible to side channel attacks.

































Assorted concepts




Cyberwar

A RAT can capture keystrokes

Unit 74455 pf the GRU was responsible for hacking

Olympic Destroyer was blamed on north Korea but was Russian


Sandworm caused blackouts in Ukraine

Blackenergy and killdisk are tools

Stuxnet was supposed to damage more centrifuges. It was a rootkit that jumped to infect machines via USB. It is an example of a powerful zero day. There were 3 of these zero days hidden in the code.  

Fancy bear was responsible for hacking 2016

Measured boot takes measurements of the secure boot operation. These are sent to third parties

Five days after ‘sandworm’ blackout the dll file sets were analyzed. Inside these dll files were four payloads. 

a group called the shadow brokers stole nsa hacking tools
British intelligence gchq pinned Notpetya on Russia
Bad rabbit came after this. IT uses mimkatz and an nsa method to infect other machines. It uses EternalRomance, which exploits windows


Tools include regular royuter, switches, g0 interface converters, WAN interface cards and conficker type botnets that include millions of PCs

A slammer worm crashed an ohio nuke plan in 2003. Safety monitoring was down for 5 hours.

In 2008 another nuclear plant was taken down in GA., Softrware updates on a single computer were the cause.

There are ABC conficker worm variants

They use an internet RV point scheme and have nopw integrated a P2Pprotocol. 

African computers have a hgigh infection rate

A botnet of 10 million computers could destroy a country. Most botnets are wqindows based

A Russian group. Stopgeorgia.ru provided members with DDOS tools, as well as tips on launching SQL injection
